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Abstract 

In the rapidly evolving digital era, educational institutions increasingly rely 

on information technology to manage data. However, information security 

is a critical issue because institutional data is an asset that is vulnerable to 

threats. This research aims to analyse how the OUR Index Method works in 

evaluating and measuring the level of information security at UPTIK. The 

methods used in this research include literature study to understand the 

concept of information security, primary data collection through interviews 

and questionnaires, and secondary data from policy documents and audit 

reports. Data analysis was conducted to compare the condition of 

information security at UPTIK with the standards set by OUR Index, which 

is based on SNI ISO/IEC 27001. The expected result of this research is a 

deeper understanding of the maturity level of information security at 

UPTIK, as well as the identification of weaknesses and potential risks. With 

this evaluation, it is expected that institutions can improve their information 

security posture, prepare for threats, and ensure that the security system 

implemented is in accordance with applicable standards. This research is 

expected to make a significant contribution to the management of 

information security in the educational environment, as well as a reference 

for other institutions that want to conduct similar evaluations. 
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I. INTRODUCTION 

In this position, communication plays a very 

important role as one of the manifestations to fulfill 

human needs. Through communication, humans 

build themselves and their environment. Through 

communication, human civilization can advance, 

conversely, through communication, human 

civilization also declines. Through communication, 

human dignity can be raised and can also be plunged 

into despicableness beyond animals [1]. The 

implementation of IT in educational institutions has 

become commonplace. This implementation is 

intended to assist various functions in carrying out 

teaching and learning activities optimally, but of the 

many organizations that implement IT, the 

implementation of effective IT governance is still 

very small, especially in higher education 

institutions[2], [3]. 

Information is one of the most valuable assets for 

a higher education institution. Good information 

management will make universities have good 

managerial capabilities and increase the 

competitiveness of the university. Information 

security in theory is basically intended to guarantee 

the integrity of information, secure data 

confidentiality, availability of information, and 

ensure compliance with applicable regulations or 

laws. Information Technology (IT) helps 

organizations in various organizational business 

processes starting from activities related to the 

process, acquisition, compilation, storage and 

manipulation of data in various ways and procedures 
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to obtain quality and useful information in decision 

making[4]–[6]. 

Many tools can be used to evaluate information 

security, one of which is the Information Security 

Index or KAMI Index. The KAMI Index can help 

determine the condition of information security based 

on the SNI ISO/IEC 27001 criteria (Pratiwi & 

Wulandari, 2021). The use of the KAMI Index in 

measuring information security is a mandate from 

Permenkominfo No. 4 of 2016 concerning the 

Information Security Management System[7], [8]. 

Based on this, it is deemed necessary to secure 

the information owned, especially in the world of 

education that upholds noble values, and to realize 

this, it is first necessary to conduct an evaluation of 

information security using the KAMI index at UPTIK 

Universitas Muhammadiyah Bengkulu to find out the 

current picture of information security itself which is 

then continued with making recommendations for 

improvements to information security with the hope 

that the recommendations that have been made can be 

used as a consideration in improving the quality of 

information security at UPTIK Universitas 

Muhammadiyah Bengkulu so that it can always 

provide better services in the future and in ensuring 

effective utilization of Information Technology (IT) 

resources and minimizing losses or incidents due to 

misuse of available equipment or systems, either 

intentionally or unintentionally. 

 

II. LITERATURE 

2.1. Evaluation 

  The word evaluation is a loan word from English, 

namely "evaluation" which means assessment or 

estimation. Evaluation can be defined as a planned 

activity that aims to collect information, measure, and 

assess the success of a learning process or result[2], 

[9]. 

 

2.2. Information Security 

Information security is a form of information 

protection and important elements, including systems 

and hardware, use, storage, and delivery of 

information. To be able to carry out protection, 

several work tools are needed such as policies, 

awareness, training, education, and technology. 

Meanwhile, the concept of information security 

according to ISO is an effort to protect information 

assets owned by an organization or company. This 

aims to ensure business continuity, minimize risks 

that may occur in the future and maximize the 

benefits obtained from investments and business 

opportunities[3], [10]. 

 

2.3 Information Security Index 

 The KAMI Index is an evaluation tool to 

analyze the level of information security readiness in 

government agencies. This evaluation tool is not 

intended to analyze the feasibility or effectiveness of 

existing forms of security, but rather as a tool to 

provide an overview of the readiness conditions 

(completeness and maturity) of the information 

security framework to agency leaders. The evaluation 

is carried out on various areas that are the target of 

information security implementation with a scope of 

discussion that also meets all aspects of security 

defined by the SNI ISO/IEC 27001:2009 

standard[11]. 

 

2.4 KAMI Index Evaluation Area 

The KAMI Index helps institutions to see and 

assess the maturity level of the implementation of 

SNI ISO/IEC 27001:2022. The KAMI Index 

evaluates important areas including: 

a) Information Security Governance 

This section evaluates the readiness of the form 

of information security governance along with 

the agencies/functions, duties and 

responsibilities of information security 

managers. 

b) Information Security Management 

This section evaluates the readiness of the 

implementation of information security risk 

management as the basis for implementing an 

information security strategy. 

c) Information Security Management Framework 

This section evaluates the completeness and 

readiness of the information security 

management framework (policies & 

procedures) and its implementation strategy. 

d) Information Asset Management 

This section evaluates the completeness of 

security for information assets, including the 

entire cycle of using these assets. 

e) Technology and Information Security 

This section evaluates the completeness, 

consistency and effectiveness of the use of 

technology in securing information assets. 

 

III. RESEARCH METHODS 

 The methods used in this study include literature 

studies to understand the concept of information 

security, primary data collection through interviews 

and questionnaires, and secondary data from policy 

documents and audit reports. Data analysis was 

conducted to compare the condition of information 

security at UPTIK with the standards set by the 

KAMI Index, which is based on SNI ISO/IEC 27001. 

The following is the methodology that will be used 

during the study[1], [12], [13] 
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Assessing the Level of ICT Importance & Readiness 

1. Assessing the Level of ICT Importance 

This stage is the initial step taken to conduct an 

assessment using the KAMI index, namely by first 

classifying the role of the ICT UPT of the 

University of Muhammadiyah Bengkulu. 

Grouping is used to assess the role of ICT in the 

institution into certain sizes, namely minimal, 

low, medium, high, and critical. 

From the results of the grouping, a general picture 

of the role of ICT in STIE Perbanas will be 

obtained. With this grouping, a mapping can be 

carried out on institutions that have the same ICT 

interest characteristics. The ICT Role Categories 

in question are as follows: 

a. Minimal 

The use of ICT within the defined scope is 

not significant, and its existence does not 

affect the ongoing work process. 

b. Low 

The use of ICT supports the ongoing work 

process, although not at a significant level. 

c. Medium 

The use of ICT is part of the ongoing work 

process, but its dependence is still limited. 

d. High 

ICT is an inseparable part of the ongoing 

work process. 

e.  Critical 

The use of ICT is the only way to run 

strategic or national-scale work processes 

 

2. Analysis and Suggestions for Information 

Security Improvement 

At this stage, suggestions and improvements will 

be made. After previously conducting an 

assessment with the KAMI index and knowing the 

results of each area contained in the KAMI index, 

the next stage is to make suggestions or 

recommendations for improvement in each part 

that is still lacking for the UPT ICT of the 

University of Muhammadiyah Bengkulu. 

 

IV. RESULTS 

The expected results of this study are a deeper 

understanding of the level of information security 

maturity at UPTIK, as well as identification of 

weaknesses and potential risks. With this evaluation, 

it is expected that institutions can improve their 

information security posture, prepare themselves for 

threats, and ensure that the security systems 

implemented are in accordance with applicable 

standards. This study is expected to provide a 

significant contribution to the management of 

information security in the educational environment, 

as well as being a reference for other institutions that 

wish to conduct similar evaluations. 

 

4.1. Our Index Assessment Results Analysis 

Based on the results of the score assessment per 

section, the following is an analysis of the results of 

the maturity level for all areas based on the level of 

score validity which can be seen in table 1. 

 Table 1 Validity Mapping Image Score 6 

Aspects of KAMI Index 

 
 

For the level of validity here is not to show 

whether the data is valid or not, but to show whether 

the score is valid or not to go to the next level of 

maturity. Based on table 1, it can be seen that the 

Governance score reaches the Validity level of 

maturity I+, followed by Risk Management, Asset 

Management, Technology Aspects, and PDP 

reaching the validity level of I+, then for the 

Framework does not reach the validity level of 

maturity I. 

 

Table 2 Mapping Total SCORE 6 Aspects of KAMI 

Index 

Indeks KAMI Score 
Level of 

Maturity 

Part II: Information 

Security Governance 

34 I+ 

Part III: Risk 

Management 

22 I+ 

Part IV: Framework 24 I 
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Part V: Asset 

Management 

81 I+ 

Part VI: Information 

Technology and 

Security 

97 I+ 

Part VII: PDP 34 I+ 

Total Score 292 I/I+ 

 

Table 2 shows the results of measuring maturity 

levels II, III, V, VI, VII at the UPT ICT 

Muhammadiyah University of Bengkulu. To explain 

the rankings in the table above, the lowest order is 

section IV, while the highest is VI. 

 

Table 3 Mapping All Aspects with Readiness Status 

Score part I 
Score Part 

II+III+IV+V+VI+VII 

Readiness 

status 

10 15 Low 0 247 Not feasible 

248 443 Basic 

Framework 

Compliance 

444 760 Pretty good 

16 34 Tall 0 387 Not feasible 

388 646 Framework 

Compliance 
Basic Work 

647 828 pretty good 

35 50 Strategis 0 472 Not feasible 

473 760 Basic 

Framework 

Compliance 

741 846 Pretty good 

 

Table 3 shows the mapping between all parts of 

the KAMI Index where the higher the dependence on 

ICT or the more important the role of ICT to the 

agency's tasks, the more forms of security are needed. 

The following is a display of the KAMI Index radar 

diagram: 

 

 
Figure 1 Radar Diagram After the assessment was 

carried out 

 

The radar diagram in Figure 1 is a visual 

representation of the entire series of assessments that 

have been carried out using the KAMI Index. The 

value of each area is displayed in the red area. In the 

diagram, you can see a comparison between the 

readiness conditions as a result of the evaluation 

process with the existing completeness level 

reference. In the radar diagram, the background area 

shows the threshold for the completeness level 

(category) I to III (light green to dark green) of the 

KAMI Index. Based on the radar diagram in Figure 1, 

it can be seen that the smallest maturity level value of 

all scores is in the Risk Management area, followed 

by the Framework area, Governance area, PDP area, 

Asset Management area, and Information 

Technology and Security area. 

 
Figure 2 Information Security at the ICT UPT of 

Muhammadiyah University of Bengkulu 

 

For the value of each area summarized in Figure 

2 shows how much completeness level of each area 

has been achieved at UPT ICT Universitas 

Muhammadiyah Bengkulu. The Completeness Status 

displayed by the Bar chart instrument in Figure 2 

shows that the achievement is still in the red area and 

is still in the readiness status of "Not Eligible" with a 

total completeness value of 308 so that it is still not in 

accordance with the completeness of the control 

requested by the ISO / IEC 27001 standard. For the 

red area is still in the status of "Not Eligible", then the 

achievement in the yellow area is still "Needs 

Improvement", while the achievement of green color 

shows that the readiness status is "Good / Sufficient". 

Figure 2 also shows that the maturity level of the 

Framework at UPT ICT Universitas Muhammadiyah 

Bengkulu is still not good enough, while the maturity 

of information security is quite good because it has 

reached maturity level II. 
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Table 4 Characteristics of Maturity Level I 

Level I – Initial Conditions (Reactive) 

a. a. Beginning of understanding regarding 

the need for information security 

management 

b. b. Implementation of security measures is 

still reactive, irregular, does not refer to 

the overall risk, without clear 

communication and authority flow and 

without supervision 

c. c. technical and non-technical 

weaknesses are not properly identified. 

d. d. Parties involved are not aware of their 

responsibilities. 

 

Based on the results obtained from the analysis 

that has been done previously, it is concluded that the 

level of information maturity at the UPT ICT 

Universitas Muhammadiyah Bengkulu is at level I 

(First) Initial condition (Reactive) with the 

characteristics that have been explained in table 6.20. 

While the minimum limit that must be achieved to be 

able to carry out ISO certification is III. 

 

4.2. Recommendations for Improvement of 6 

Security Areas 

Based on the analysis that has been conducted, 

the following are brief suggestions given to improve 

the six security areas of the Information Security 

Index (US): 

 

a) Governance Area Recommendations 

• Improve and fix several weaknesses in the 

information governance management system 

at the UPT ICT Universitas Muhammadiyah 

Bengkulu 

• Prepare a formal information security policy 

document which is then published and 

communicated to all staff and related parties, 

who then carry out regular supervision, 

monitoring and evaluation periodically. 

• Raise awareness of information security to all 

parties involved, either by holding training 

and socialization. 

 

b) Risk Management Area Recommendations 

• Implement and develop a Risk Management 

and Information Security Program. 

• Prepare Disaster Recovery planning (DPR) In 

order to prevent risks and prepare internal 

parties optimally in facing threats and 

disasters 

 

c) Framework Area Recommendations 

• Improve information security management 

tools such as policies, procedures, and control 

controls. 

• For information security management, 

improvements still need to be made in meeting 

the standardization of the information security 

framework. 

d) Asset Management Area Recommendations 

• Compile and Implement Information Asset 

Management Procedures 

• Conduct a study on investment planning and 

evaluate the feasibility of the new system that 

will be implemented later. 

•  

e) Technology Area Recommendations 

Implement standard configurations for system 

security for the entire system for information 

assets and network devices at the UPT ICT 

Universitas Muhammadiyah Bengkulu. 

 

f) Personal Data Protection (PDP) 

Recommendations 

Implement data encryption by changing text into 

text that cannot be understood by humans. 

 

V. CONCLUSION 

For the maturity level per area, it is known that 

the Governance area is at level I+, the risk 

management area is at level I+, the framework area is 

at level I, the asset management area is at level I+, the 

technology area is at level I+, and the PDP area is at 

level I+. Where the maturity level is still in the range 

of levels I to II, and the minimum limit that must be 

achieved in order to carry out ISO certification is III. 

These results show that most of the information 

security processes in the UPT ICT of the University 

of Muhammadiyah Bengkulu have not been carried 

out routinely and are not in accordance with existing 

standard procedures. Based on the ISO/IEC 

27001:2022 standard, information security 

management at the UPT ICT of the University of 

Muhammadiyah Bengkulu still needs to be improved, 

especially in the Risk Management area which has the 

lowest score compared to other evaluation areas, 

followed by the Framework area and Governance 

Area 

For further assessment, researchers should use 

the latest version of the Information Security Index 

(KAMI) research standard from the Ministry of 

Communication and Information in order to adapt to 

the development of needs, relevance and the latest 

technology. Detailed technical instructions are 

needed regarding the assessment process on the 

KAMI Index in order to understand the score 

obtained and to improve and develop the research 

process in the future. 
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